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C Outline

[Demo 1] laC with Terraform and Ansible: deploy a kubernetes cluster
a. https://qgithub.com/LIP-Computing/tutorials/blob/main/iac/iac.md

Software Development methodologies: past and present

A Walk on technologies and services: git, docker, terraform, ansible, virtual machines
[Demo I1]: Examples of github and gitlab repositories

Interlude: Virtual Machines vs. Containers

Docker:
a. [Demo lll]: Dockerfile
b. [Demo IV]: docker-compose
[Demo 1] 1aC (cont’d.): Terraform and Ansible

Continuous Integration/Continuous Delivery/Continuous Deployment: CI/CD
a. Jenkins and Jenkins pipelines
b. [Demo V] “udocker unit tests”


https://github.com/LIP-Computing/tutorials/blob/main/iac/iac.md

83 SW development: In the past
" Waterfall-Model
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The project phases
traditionally were:

Long periods, both between phases,
as well as the overall process

Rigid and linear approach

Each phase has distinct goals

Once a phase is completed, there is no turning back

Does not allow room to accommodate the inevitable changes

Source with other SW Dev. methodologies:

https://lwww.outsource2india.com/software/mobile-applicat

ions/project-methodologies.asp

PLAN

Project
Planning



https://www.outsource2india.com/software/mobile-applications/project-methodologies.asp
https://www.outsource2india.com/software/mobile-applications/project-methodologies.asp

83 DevOps methodology i

Also a set of practices.
Enhances collaboration
between the departments or
groups.

% SW development life cycle:
> Development.

> Quality assurance.

>  QOperations.

X/ X/
L X X g

Short periods between phases ~ Fast
Automation

Source: https://www.synopsys.com/blogs/software-security/top-4-software-development-methodologies/



https://www.synopsys.com/blogs/software-security/top-4-software-development-methodologies/

83 A Walk on technologies and services Er P

The “Code” - you can “Code” almost anything, not only SW, but also services,
platforms, infrastructures, even documents (examples will be given later).

% Manage and track changes with a “Version Control System” (VCS):
> Examples: git and github or gitlab
> Hosted in repositories, public or private.

% To install, configure and run “services” and “platforms”, you can use:

> Docker images

> Dockerfile and/or Docker-compose files

> Ansible

> Manage sets of docker containers with: docker-swarm or kubernetes (k8s from now on).

% Instantiate Virtual Machines (VMSs):

> Infrastructure as Code (laC): describe in a file how many VMs, which operating system,
which networks, amount of storage and additional storage volumes, amount of RAM
> Example: Terraform



33 Tools and services: Git - VCS

Pullrequests Issues Marketplace Explore
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Tools and services: Github - Issue tracker

Issue tracker: track and follow issues, SW problems and bugs, new features, even users questions

& indigo-dc/udocker @ Unwatch ~
<> Code Q@ Issues 48 {1 Pullrequests 8 (*) Actions [ Projects [0 wiki () Security [~ Insights
Filters v  (Q_ is:issue is:open © Labels 11
O (@ 480pen v 107 Closed Author ~ Label ~ Projects +

[J O Error using udocker with no executre permission on /tmp
#284 opened 24 days ago by gervasek

[J O How to execute udocker detached?
#283 opened on Oct 17 by sonuyos

[J O Unable to run container after upgrade RHEL 7.7 -> 7.8
#282 opened on Sep 8 by anthosz

[J O loptincorrect for udocker in udocker
#280 opened on Aug 30 by amcpherson

J O Is it Possible to Mount FUSE Filesystems inside of Udocker Containers?
#278 opened on Aug 2 by zicklag

1 © [devel3] in method _search_repositories in UdockerCLI, var repo_list is a list not dict )

35
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Tools and services: Github - Commit

After “git commit”

°-* jorge-lip committed on Jan 8 Verified 2 parents d82d4a2 + 96

Showing 2 changed files with 33 additions and 12 deletions.

v 26 EEEE doc/installation_manual.md [°]

% @@ -47,48 +47,54 @@ From the *development* branch for the latest additions and fixes:

./udocker install

- To get a specific released version of udocker such as *vi1.1.4%:
+ To get a specific released version of udocker such as vi.1.4:

curl https://raw.githubusercontent.com/indigo-dc/udocker/v1.1.4/udocker.py > udocker
chmod u+rx ./udocker
./udocker install

- ### 2.2. INSTALL FROM REPOSITORIES
+ ### 2.2. INSTALL FROM UDOCKERTOOLS TARBALL

- This installation method uses the udocker tarball that contains statically compiled
+ This installation method uses the udockertools tarball that contains statically compiled
binaries and is built to be used across different hosts and 0S distributions. Please

check the repositories for the latest release.




83 Tools and services: Github - Commits are signed

You can “sign” your commits - with your GPG key

Commits on Jul 24, 2020

add unit tests cli, umain

(" Verified ) ) 73703c8
6 mariojmdavid committed on Jul 24 )

@ This commit was signed with a

Commits on Jul 17, 2020 verified signature.

" A mariojmdavid

tests for dockerioapi pop ) ) 1ddf
cncs : y z¥ Mario David
e mariojmdavid committed on Jul 17 v/
GPG key ID: 91261C90DF016C75
add tests dockerioapi, fix type list Learn about signing commits 511F

@ mariojmdavid committed on Jul 17 v/

<>

<>

<>



83 Tools and services: Github - Trigger Cl tests rre

The “git commit” triggers Cl tests

solve runc bugs #271 #272 #273 Verified

@ mariojmdavid committed on Jun 8 v/ All checks have passed

add several unit tests 1isucoesshul clisek =
Verified

6 mariojmdavid committed on Jun 8 v/
v k4 continuous-integration/jenkins/branch — This com... Details

10



ggTools and services: Github - Pull Request (PR)

T Morged issue #21, add i data for software, added reference #33
9 orviz merged 3 commits into indigo-dc:release/v3.e from mariojmdavid:release/v3.o E] on Jan 3

Code Review: discussion
and approval of 1 or more
commits

mariojmdavid commented on Nov 14, 2019 Member = (@ -

IMPORTANT: This project requires an associated issue before creating the pull request.

* Be sure to review our contribution guidelines
» Check if your contribution is already addressed in the list of open issues. If not, please create the issue before opening the pull
request

Description of the contribution

add section metadata for software, added reference with motivation

Related Issue/s

resolves #21

e g issue #21, add section metadata for software, added reference Verified 3148558

(o} e mariojmdavid requested review from orviz and caifti on Nov 14, 2019

Request changes

orviz requested changes on Dec 12, 2019 ‘ View changes

content/06.quality _criteria.md (‘Outdated )
@@ -78,6 +78,15 @@ programming language being used.
4. Code style compliance testing MUST be automated and MUST be triggered for

each candidate change in the source code.

+ ### Code metadata

+ Metadata for the software component, is a way to facilitate the citation of

orviz on Dec 12,2019 Member @ -

J

Reviewers

Reviewers

orviz
0 caifti ®
Assignees vh

No one—assign yourself

Labels

None yet

Projects e

None yet

Milestone ]

No milestone

Linked issues 3

Successfully merging this pull request may close
these issues.

None yet

Notifications Customize

R Unsubscribe

You're receiving notifications because you're
watching this repository.

2 participants

L)



gB Github and gitlab: examples of repositories -

Examples:

% SW source code (python): https://github.com/indigo-dc/udocker

% Document: https://github.com/indigo-dc/sga-baseline

% Dockerfile and docker-compose: https://github.com/nginx-proxy/nginx-proxy
% Ansible: https://qitlab.com/lip-computing/computing/ansible-role-nagios

12


https://github.com/indigo-dc/udocker
https://github.com/indigo-dc/sqa-baseline
https://github.com/nginx-proxy/nginx-proxy
https://gitlab.com/lip-computing/computing/ansible-role-nagios

83 Interlude: Virtualization
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Sy
83 Docker 2

Docker image: is the static package similar to a SW package, hosted in some
repository, or local disk.

Docker container: is the actual execution of a given application or service.

Demo

% Dockerfile: https://github.com/nginx-proxy/ngqinx-proxy
> gitclone
> docker build -t nginx .

% Docker-compose:

>  Copy paste into docker-compose.yml: https://github.com/nextcloud/docker
> docker-compose up -d

14


https://github.com/nginx-proxy/nginx-proxy
https://github.com/nextcloud/docker

&3 Terraform + Ansible: the laC =il

Coding your infrastructure:

% Terraform: Infrastructure as Code to provision and manage any cloud,
infrastructure, or service.

% Ansible: Agentless IT automation.
< Example/Demo on how it works: A kubernetes cluster with 1 master and 2

nodes:

> Terraform templates: Instantiates 3 VMs in our Openstack cloud infrastructure.
> Ansible playbooks will install, configure and start the kubernetes cluster on those nodes.

15


https://www.terraform.io/
https://www.ansible.com/
https://github.com/LIP-Computing/tutorials/tree/main/iac

33 CI/CD - meaning and introduction

% Cl ~» Continuous Integration:
> Coding
> Building - includes Automation ~» produces artifacts
> Testing - includes Automation and SW Quality Assurance (of produced artefacts)
% CD ~» Continuous Delivery » Deployment:
> Delivery: Artefacts are released - ready for usage (by users or system administrators) in
production.
> Deployment: refers mainly to services > Installation, configuration, service (re)start

CONTINUOUS CONTINUOUS CONTINUOUS
INTEGRATION DELIVERY DEPLOYMENT

. AUTOMATICALLY AUTOMATICALLY

RELEASE TO DEPLOY TO
REPOSITORY PRODUCTION

16



83 Some reflections and “What Is?”

Automation

https://opencoasts.ncg.ingrid.pt/

@OPENCoasts  Manual & FAQ © 2 aavidgipst v

©0OPENCoastS

Coastal circulation on-demand fofecas

Forecast systems are fundamental assets for emergency response and everyday management of coastal regions
The OPENCoastS service assembles on-demand circulation forecast systems for selected coastal areas and keeps them running operationally
for a period defined by the user. This service generates daily forecasts of water levels, vertically averaged velocities and wave parameters over
the region of interest for 48 hours, based on numerical simulations of all relevant physical processes.
Presenty, al forecasts are made with the SCHISM model. Tide gauge data are provided by EMODnet Physics.
The following forcing sources are used:
« Atmospheric forcings:
o GFS (NOAA)
o ARPEGE (MétéoFrance)
+ Atmospheric forcings:
o PRISM2017 (LNEC)
o FES2014 (LEGOS)
o CMEMS (Copernicus)
+ Wave forcings
o North Atlantic WW3

Access to the service is free, and a new user only needs to register following the link above. Access to the 3D simulations is granted on
request to pt, due to the large ional resources required

The rnarrinate rafarance cvetam of this arid is

Vews ran find 2 camnla arid fila n fast the canira hara and the ~masnanding vertiral ard k

@ ' '

ounEcLP 2018

Service in production

For “millions” of users
17


https://opencoasts.ncg.ingrid.pt/

coasts.ncq.ingrid.pt/

mergency response and everyday management of coastal regions

irculation forecast systems for selected coastal areas and keeps them running operationally
rates daily forecasts of water levels, vertically averaged velocities and wave parameters over
ical simulations of all relevant physical processes.

model. Tide gauge data are provided by EMODnet Physics.

ly needs to register following the link above. Access to the 3D simulations is granted on
utational resources required

Service in production
For “millions” of users

18


https://opencoasts.ncg.ingrid.pt/

83 On Automation

% Not all steps or phases are automatic: for example “code review” and
approval/voting by partners/colleagues.

% Stop in the “Delivery” step.

% The Deployment is in a “Staging” or “Pre-production’ or “Preview’
infrastructure.

% Automation includes (for example) test for “functionality” and “correctness” of
code execution and even “security testing’.

 Pipeline-as-code / orchestrator < 6 Pipeline Changes Tests Artifacts 5] | Login X

Branch: v2.4.0-FINAL @ 19mO0s No changes
Commit: — @® 6 months ago Push event for tag v2.4.0-FINAL

Unit testing DockerHub
Start Fetch code Style Analysis coverage Integration tests Metrics delivery Notifications End
° @ @ @ @ @ @ Q—ro

Notify DEEP

The real thing



83 What are Artifacts

“They Live” in repositories - public or private
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“Deb”: debian, ubuntu and derivatives
“RPM”: RedHat, Centos, Fedora and
derivatives

“EXE”: Windows

“PKG”: Mac OSX

Docker images

Virtual Machine Images: many formats
Pypi: python modules

Maven: Java packages

And: The “tarball”

f;thon'

Package
Index

20



83 The actual “Practical” and Technica

©®NO O LN~

—
o ©

Code fetching - from Version Control System

Code style check

Single line of code count (SLOC) metrics gathering
Automated Deployment

Unit testing coverage

Functional and integration testing

Security linter/scanner

Vulnerability check on dependencies

Code Review - Not automated

Documentation - Nof automated

—_— N
N —

Delivery
Notifications

Stuff T

Ci

CD(elivery)

21



83 Software Quality Assurance - SQA S

SQA

http://hdl.handle.net/10261/160086

A set of Common Software Quality Assurance
Baseline Criteria for Research Projects

C~

A DOl-citable version of this manuscript is available at http://hdl.handle.net/10261/160086.

aaaaaaaaaaaaaaa

This manuscript (permalink) was automatically generated from indigo-dc/sqa-baseline@a9c34fa on April 29, 2020.

v Authors

1. Code fetching - from Version Control System
2. Code style check
3. Single line of code count (SLOC) metrics
gathering
4. Automated Deployment
5. Unit testing coverage
6. Functional and integration testing
7. Security linter/scanner
8. Vulnerability check on dependencies
9. Code Review - Not automated
10. Documentation - Not automated
11. Delivery
12. Notifications

22


http://hdl.handle.net/10261/160086

QBTOOIS and services: Jenkins CI/CD T

Jenkins - Automation service for CI/CD: https://jenkins.indigo-datacloud.eu/job/Pipeline-as-code/

oVirt 5.

. Build/Test ‘ ’
Integration "SE‘Ei_a J FreeNAS

——_ Periodically
or at commi

Server

Packages =
4 git -

Build/Test Results
/Source & Tests

Jenkins Agents

g;ffl
Developers

23


https://jenkins.indigo-datacloud.eu/job/Pipeline-as-code/

Tools and services: Jenkins pipeline

Jenkins - pipeline

Branch: master (4 @ 7m32s Changes by noreply
Commit: 3a3cce’ @®© 10 months ago Push event to branch master

Environment Unit testing
Start Code fetching setup Style analysis coverage Security scanner Metrics gathering PyPI delivery Notifications End
® : ~. O O —o
Code fetching - 4s Z ¥
v Check out from version control 22s

24




&3 Pipeline workflow
GitHub

https://github.com/indigo-dc

Feature

branch

-

Review

Merge

New Pull

Request

Build

status

update

Feature
branch

merged

_— / Webhook trigger

/

[

indigobot

@ Jenkins

https://jenkins.indigo-datacloud.eu:8080/

ghprb

web serv.

/ghprbhook

Build
results

=) Job trigger
bs
style

SQAj II
idh-code

l

docker
http://188.184.163.55:2375

Per-language labeled images

/ Label match /l=|lrfgesL___u_l

25



83 Software Quality Assurance as a Service

In the framework of a EU project: EOSC-Synergy -
https://sgaaas.eosc-synerqy.eu/#/auth/select-option

Software Quality Assurance as a Service

Pipeline as a Service
Custom CI/CD pipelines based according to

Software as a Service.

the qu

ality criteria from the

th-E!A R

News & Events

Unless otherwise indicated, all materials created by the EOSC-synergy

26


https://www.eosc-synergy.eu/
https://sqaaas.eosc-synergy.eu/#/auth/select-option

Compose a
Jenkins pipeline
for SQA

Select SQA Criteria

Add Comands

- + ADD

4+ ADD CRITERIA

27



83 SQAaaS

Compose a Jenkins pipeline for SQA -
The result:

https://qithub.com/\WWORSICA/worsica-cic

d/blob/development/.sqga/config.yml

sga_criteria:
gc_functional: #functional/unitary + coverage
repos:
worsica_processing:

container: processing

tox:
testenv:
- worsica-processing-unittest
tox_file: '/usr/local/worsica_web_products/tox.ini'’

worsica-intermediate:
container: intermediate
tox:
testenv:
- worsica-intermediate-functional

tox_file: '/usr/local/worsica_web_intermediate/tox.ini
worsica_frontend:
container: frontend
tox:
testenv:
- worsica-portal-functional

tox_file: '/usr/local/worsica_web/tox.ini'

28


https://github.com/WORSICA/worsica-cicd/blob/development/.sqa/config.yml
https://github.com/WORSICA/worsica-cicd/blob/development/.sqa/config.yml

83 Further information and sources S

% Software Development methodologies:
> https://www.outsource2india.com/software/mobile-applications/project-methodologies.asp
> https://xcelacore.com/how-software-development-has-changed-in-the-past-decade/

% Software Quality Assurance: https://github.com/indigo-dc/sqa-baseline
% Service Quality Assurance: https://github.com/EOQSC-synergy/service-ga-baseline

29


https://www.outsource2india.com/software/mobile-applications/project-methodologies.asp
https://xcelacore.com/how-software-development-has-changed-in-the-past-decade/
https://github.com/indigo-dc/sqa-baseline
https://github.com/EOSC-synergy/service-qa-baseline

